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DETAILED ACTION 

1. This office action is in reply to an amendment filed on June 12, 2006. 

Claims 2, 4-8 and 12 are cancelled. Independent claims 1 and 11 are 
amended. New claims 23-29 are added. Thus claims 1, 3, 9-11 and 13-29 
are pending/examined. 

2. Applicant has amended independent claims 1 and 1 1 and overcomes the 35 
U.S.C. 112, first paragraph, (new matter) rejection set forth in the previous office 
action. Thus this particular rejection is withdrawn. 

3. Examiner and Applicant, Lori A. Gordon, (registration # 50,633) conducted, 
Examiner's initiated interview on Thursday August 31 st and Friday, September 
1 st , 2006. The purpose of the initial interview on Thursday August 31 st , 2006 
was to discuss independent claim 1 1, on the possibility of allowing 

claim 1 1 with the corresponding dependent claims and making Examiner's 
amendment . Applicant has agreed with Examiner's recommendation 
and requested to make some modification on the dependent claims. 
However the Examiner latter on, found that the subject matter/ limitation, 
considered allowable, incorporated by the amendment onto the independent 
claim 1 1 , was actually a new matter that is not supported by the original 
disclosure. 

Examiner on Friday, September 1 st , 2006 called the applicant and pointed out, 
the new matter which is incorporated in the amended independent claim 1 1 , 
and requested the applicant to review the application and get back to the 
Examiner. However, Applicant did not respond back to the Examiner. 

Response to Arguments 

4. Applicant's arguments/ remarks filed on June 12, 2006 have been fully 
considered and they are not persuasive. 
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Applicant argued that the combination of Vano and Schneier (the references on 
the record) does not teach or suggest the amended limitation enclosed in the 
independent claims, in particular, the amended independent claim 1 1, that is 
now submitted. 

Examiner disagrees with this argument. 

Examiner would point out that each and every limitations of the 
independent claim 11 and 1 except the new matter (see the new matter 
rejection set forth in this office action below) which is added on claim 1 1, is 
disclosed by the combination of the references, namely Vano and Schneier as 
shown below. 

Referring to the independent claims 11 and 1 V ano discloses 

• An encryption accelerator [Figure 1, ref. Num "550"] (An 
encryption accelerator met to be "Cryptographic co-processor" shown on 
figure 1, ref. Num "550") comprising: 

• A combinational logic block arranged to perform a pre-determined 
logic operation on selected input values; [Figure 1, ref. Num "576" and 
column 6, lines 50-55) ("As explained on column 6, lines 50-55 a 
Permuter shown on figure 1, ref. Num "576" performs cryptographic 
operations as explained on column 6, lines 50-55) 

• A state memory array[Figure 1, ref. Num "554" or "State Register"] 
arranged to store a plurality of state memory values; [Column 6, 
lines 19-22;] (state memory values is met "channel program 
states") 
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• A state machine coupled to the state memory array configured to 

perform of encryption algorithm. [Figure 1, ref. Num "558", 
"control register"; column 6, lines 31-36] 

• Performing a shuffling operations using a portion of the 
key array, wherein the shuffling operation is performed 
concurrently with the receipt of a portion of the key 
array,[Column 6, lines 54-59; Column 6, lines 19-21; column 8, 
lines 20-24](Permuters select bits from state register as explained 
on column 6, lines 54-59 and the state register contains channel 
program as explained on column 6, lines 19-21 and the key is 
also contained in the channel program as explained on column 8, 
lines 20-24) 

• Byte-wise transferring the data to the 
combinational logic block as a first input value, and transferring 
a corresponding state memory value to the combinational logic as 
a second input value; logically operat on the first and the second 
input values by the combinational logic to form a resulting/ an 
encrypted data byte;[figure l](As shown on figure 1, it is implicit 
to transfer data from the data register "564" and the state register 
"554" to the permuter which is shown on figure 1, ref. Num "576") 
and 

• Outputting the resulting/ encrypted data byte. [Figure 1, 
ref. Num "566", "data out register"] 



Vano does not explicitly disclose 
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• Initializing via hardware of an incrementing pattern in the state 
memory array without loading the incrementing pattern from an 
external memory 

• Wherein the shuffling operation is the RC4 shuffling operation, 

• Byte-wise transferring of data 

However, in the same field of endeavor, Schneier discloses 

• Storing of an incrementing pattern in the state memory 
array with/ without loading the incrementing pattern from 
an external memory [Page 397, lines 23] (filling the s-box 
linearly) 

• Wherein the RC4 shuffling operation includes moving each 
of the plurality of state memory values based upon the 
secret key. [Page 397, lines 23-page 398 line 3] 

• Byte-wise transferring of data [Page 397, lines 21-23](S- 
box-entries are exclusively OR'd byte-wise with plaintext) 

It would have been obvious to one having ordinary skill in the art, at the 
time the invention was made, to combine the features of the ARCFOUR 
or RC4 encryption algorithm per teachings of Schneier into the 
configurable cryptographic processing engine and method as taught by 
Vano in order to provide a faster encryption. (It is known that encryption 
is fast about 10 times faster than DES, see page 397, line 22) 
As to the argument made to the rest of the claims, Examiner would point out that 
dependent claims stands and falls with the corresponding independent claims. 
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Claim Rejections - 35 USC §112 

5. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner 
and process of making and using it, in such full, clear, concise, and exact terms as to 
enable any person skilled in the art to which it pertains, or with which it is most nearly 
connected, to make and use the same and shall set forth the best mode contemplated by 
the inventor of carrying out his invention. 

6. Independent Claims 1 1 and the new dependent claims 23-24 : 26-27 are 

rejected under 35 U.S.C. 1 12, first paragraph, as failing to comply with the written 
description requirement. The claim(s) contains subject matter which was not described 
in the specification in such a way as to reasonably convey to one skilled in the relevant 
art that the inventor(s), at the time the application was filed, had possession of the 
claimed invention. The specification /original disclosure fails to mention/ specify or 
teach the following limitation, which is added into the independent claims 11. Part of 
the following limitation is also recited in the_new dependent claims 23-24 and 26-27, 
"generate a pseudo-random number as a result of a second RC4 shuffling 
operation; byte-wise transfer a portion of the data to the combinational logic block as a 
first input value, transfer the generated pseudo-random number to the 
combinational logic as a second input value,". These limitations are 
considered/ found to be a new matter. 

For the purpose of examination, the office has fully considered/ examined all the 
limitations in the above claims, except the limitation indicated above as a new matter. 

7. Claims 13-22 and 28-29 depend from the rejected independent claim 1 1 and 
27 respectively, and include all the limitations of the respective claims, thereby 
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rendering those dependent claims failing to comply with the written description 
requirement. 

For the purpose of examination, the office has fully considered/ examined all the 
limitations in the above claims, except the limitation indicated above as a new matter. 



Claim Objections 

8. Dependent Claim 13 is objected to because of the following informalities: Claim 
13 is dependent on the canceled claim 12. For the purpose of Examination claim 13 is 
considered to depend on claim 11 instead of claim 12. 

Appropriate correction is required. 

Claim Rejections - 35 USC §103 

9. Claims 1. 3. 9-11 and 13-29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over by Johns-Vano (hereinafter refereed as "Vano) (European Patent 
Publication No. "EP 0895164")(Publication date Feb 03, 1999) in view of a book by 
Bruce Schneier: Title "Applied Cryptography" " Chapter 17, "Other Stream Ciphers and 
Real Random-Sequence Generation" (hereinafter refereed as Schneier) (Pages 397- 

39 8) (both the references are submitted by the applicant and are included in the 
applicant IDS) 

10. As per claim 11,13-14. 21-29 Vano discloses 

• An encryption accelerator [Figure 1, ref. Num "550"] (An 
encryption accelerator met to be "Cryptographic co-processor" shown on 
figure 1, ref. Num "550") comprising: 

• A combinational logic block arranged to perform a pre-determined 
logic operation on selected input values; [Figure 1, ref. Num "576" and 
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column 6, lines 50-55) ("As explained on column 6, lines 50-55 a 
Permuter shown on figure 1, ref. Num "576" performs cryptographic 
operations as explained on column 6, lines 50-55) 

• A state memory array[Figure 1, ref. Num "554" or "State Register"] 
arranged to store a plurality of state memory values; [Column 6, 
lines 19-22;] (state memory values is met "channel program 
states") 

• A state machine coupled to the state memory array configured to 
perform of encryption algorithm. [Figure 1, ref. Num "558", 
"control register"; column 6, lines 31-36] 

• Performing a shuffling operations using a portion of the 
key array, wherein the shuffling operation is performed 
concurrently with the receipt of a portion of the key 

array, [Column 6, lines 54-59; Column 6, lines 19-21; column 8, 
lines 20-24] (Permuters select bits from state register as explained 
on column 6, lines 54-59 and the state register contains channel 
program as explained on column 6, lines 19-21 and the key is 
also contained in the channel program as explained on column 8, 
lines 20-24) 

• Byte-wise transferring the data to the 
combinational logic block as a first input value, and transferring 
a corresponding state memory value to the combinational logic as 
a second input value; logically operat on the first and the second 
input values by the combinational logic to form a resulting/an 
encrypted data byte; [figure l](As shown on figure 1, it is implicit 
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to transfer data from the data register "564" and the state register 
"554" to the permuter which is shown on figure 1, ref. Num "576") 
and 

• Outputting the resulting/ encrypted data byte. [Figure 1, 
ref. Num "566", "data out register"] 

Vano does not explicitly disclose 

• Initializing via hardware of an incrementing pattern in the state 
memory array without loading the incrementing pattern from an 
external memory 

• Wherein the shuffling operation is the RC4 shuffling operation, 

• Byte -wise transferring of data 

However, in the same field of endeavor, Schneier discloses 

• Storing of an incrementing pattern in the state memory 
array with /without loading the incrementing pattern from 
an external memory [Page 397, lines 23] (filling the s-box 
linearly) 

• Wherein the RC4 shuffling operation includes moving each 
of the plurality of state memory values based upon the 
secret key. [Page 397, lines 23-page 398 line 3] 

• Byte-wise transferring of data [Page 397, lines 2 1-23](S- 
box-entries are exclusively OR'd byte-wise with plaintext) 

It would have been obvious to one having ordinary skill in the art, at the 
time the invention was made, to combine the features of the ARCFOUR 
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or RC4 encryption algorithm per teachings of Schneier into the 
configurable cryptographic processing engine and method as taught by 
Vano in order to provide a faster encryption. (It is known that encryption 
is fast about 10 times faster than DES, see page 397, line 22) 

11. As per independent claim 1. Independent claim 1 recites the same limitation as 
that of the independent claim 1 1 and is rejected by the same analogy/ rational as that of 
the above independent claim 1 1 . 

12. As per claim 3 the combination of V ano and Schneier discloses a system for 
encrypting and decrypting data as applied to claim 1 above. Furthemore Vano discloses 
the system further comprising: a storage unit arranged to store at least a portion of the 
data to be encrypted [Figure 1, reference "564", date in register "564"; column 6, lines 
44-47] 

13. As per claim 9-10 the combination of V ano and Schneier discloses a system 
for encrypting and decrypting data as applied to claim 1 above. Furthemore 
Vano discloses the system further comprising an external memory [figure 1 , 
reference "12"] coupled to the state memory arranged to store selected state 
memory values. [As explained in claim 1, about "channel program" see column 
4, lines 29-33] 

14. As per claim 15-19. the combination of Vano and Schneier discloses the 
system as applied to claim 1 above. Furthermore Vano discloses an input latch 
and output latchs of the encryption acceleration. [figure 1; Column 6, lines 44- 
46](data in register shown on figure 1, ref. Num "564"and the data out register 
shown on figure 1, reference "566" are met to be as the input and output latches 
of the encryption accelerator. The microsequencer 302 of the CPU) loads data 
into and from the registers as shown on Column 6, lines 44-46) 
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15. As per claim 20. the combination of Vano and Schneier discloses the system 
as applied to claim 1 above. Furthermore Schneier discloses the system wherein the 
accelerator further includes a first index counter and a second index counter . [Page 
397, lines 14-page 398 line 10] 

Conclusion 

16. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1. 136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 571- 
2723806. The examiner can normally be reached on Monday-Friday (8:00 am— 4: 30 
pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached on 571-272-3799. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
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applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
SAMSON LEMMA 
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